Yka3 lNpe3npeHta PP ot 05.12.2016 N 646 "O6
yTBepXaeHnn JOoKTpuHbl UHPOPMaALUOHHON
6e3onacHoctn Poccumnckon degepauyun”

VKA3
[IPE3UJIEHTA POCCUMCKOM ®EJEPALINN
OB YTBEPXX/IEHUU JIOKTPUHBI
NHO®OPMAILIMOHHOM BE3OITACHOCTU POCCUIMICKON ®EIEPALINN

B nemnsix obecnedenus nHpopMamonHoi 6e3omacHocTH Poccuiickoii deepanuy moCTaHOBIISIO:
1. YTBepauTh npminaraemyto JlokTpuHy nHGOpMAIMOHHOM Oe3onacHocTH Poccuiickoit deneparum.
2. llpusnate yrpatuBiIeld cuny JloxTpuny wuHpopmanmonHoil Oe3omacHoctu Poccuiickoii
Oenepanyn, yreepxkaeHnyto [Ipesnnentom Poccuiickoit denepanmu 9 centsops 2000 r. N [1p-1895.
3. Hacrosmwmii Yka3 BCTynaeT B CUIIy CO JTHS €0 MOAIHCAHMS.

IIpesunent

Poccuiickoit ®enepanyn

B.IIYTUH
Mocksa, Kpemip
5 nexabps 2016 roga
N 646
Y1BepxkaeHa

VYkazom [Ipe3unenta
Poccuiickoit denepannin
ot 5 aexabps 2016 . N 646

JIOKTPMHA NHOOPMAILIMOHHOM BE3OITACHOCTU POCCHUMCKOIM ®EJEPALINN
1. Ob6mue monoxeHus

1. Hacrosimmast JlokTpuHa mpencTaBisieT co0oi cucteMy OQHUITMABHBIX B3IJIAIOB HA OOECTeueHHE
HaIMOHAIBHOMU Oe3omacHocTr Poccuiickoit denepannu B mHGOpMammoHHOU cdepe.

B nacrosieit JloktpuHe noa nHGOpMalMOHHON cepoil moHMMaeTcs COBOKYIHOCTh MH(OpMalny,
00beKkTOB  MH(OpMaTHU3alMK, HHPOPMAIMOHHBIX CHCTEM, CAaWTOB B  HMH(OPMALMOHHO-
TeJeKOMMyHHKannoHHoW cetn "WutepHer" (manee - cerb "Uarepmer"), cerell cBs3W,
WH(POPMAITMOHHBIX TEXHOJOTHHA, CYOBEKTOB, NEATEILHOCTh KOTOPHIX CBsi3aHa ¢ (pOpMHUpOBaHWEM M
00paboTKoil MH(pOpMaLMK, Pa3BUTHEM U UCHOJIb30BAHUEM Ha3BaHHBIX TEXHOJOTHH, obecrneyeHnem
MHPOPMAIIMOHHOM  0€30MmacHOCTH, a TaKKe COBOKYIMHOCTh MEXaHM3MOB  PEryJHpOBAHUS
COOTBETCTBYIOIIUX OOIIECTBEHHBIX OTHOIICHHH.

2. B nacrosimeid JIoKTprHE UCTIONB3YIOTCA CIAEAYIONINE OCHOBHBIE TTOHSTHS:


https://legalacts.ru/doc/ukaz-prezidenta-rf-ot-05122016-n-646-ob-utverzhdenii/#100013

a) HamMOHAJIBbHBIE WHTepechl Poccwiickoir Deneparuu B WHPOpMAIMOHHOW cdepe (manmee -
HaIlMOHAIbHbIE HMHTEpPEeChl B WHGOPMAIMOHHOW cdepe) - OOBEKTHBHO 3HAUYMMBbIE MOTPEOHOCTH
JMYHOCTH, OOILIECTBA U rOCY1apcTBa B 00ECIEYEHUH UX 3aLUIEHHOCTH U YCTOMYHUBOIO Pa3BUTHUS B
4acTH, Kacaromeicss tHOOPMaIMOHHOHN cdephl,

0) yrpo3a mH(popManmoHHON Oe3omacHocTH Poccuiickoit @eneparuu (nanee - WHPOpMAIMOHHASL
yrpo3a) - COBOKYIHOCTb JAEWCTBUH M (PaKTOPOB, CO3AAIOIIMX OMACHOCTh HAHECeHMs yuiepOa
HallMOHAIBHBIM UHTEpecaM B HH(OpPMAIMOHHON cepe;

B) wuH(poOpManmoHHas Oe3omacHocTh Poccuiickoit Denepanuu  (manee - wHQOpMaMOHHAS
0€3011aCHOCTD) - COCTOSIHHE 3alIMIICHHOCTH JIMYHOCTH, OOIIECTBA U TOCYIapCcTBa OT BHYTPEHHUX U
BHEIIHUX MH(OPMALMOHHBIX YTPO3, NP KOTOPOM OOECIEUUBAIOTCS pean3alis KOHCTUTYLIMOHHBIX
opaB U CcBOOOJA 4YeIOBEKa U TpaKAaHWHA, JOCTONHbBIE KAaueCTBO M YPOBEHb XXM3HHU TI'PaKIaH,
CYBEPEHUTET, TEPPUTOPUATBbHASI LEIOCTHOCTh U YCTOWYMBOE COLUAIBHO-3KOHOMHUYECKOE Pa3BUTHE
Poccwiickoii @enepanmu, 000poHa U O€30MACHOCTh TOCYIaPCTBA;

r) obecnieueHre MH(GOPMAIIMOHHON 0€30IIACHOCTU - OCYILECTBJIEHHE B3aUMOYBS3aHHBIX IIPABOBBIX,
OpPraHU3allMOHHBIX,  OINEPaTUBHO-PA3bICKHBIX,  Pa3BEIbIBATENIbHBIX, KOHTPPAa3BE/IbIBATENIbHBIX,
HAYYHO-TEXHUYECKUX, UHPOPMAIUOHHO-aHATUTUIECKUX, KaJPOBBIX, JKOHOMUYECKUX U UHBIX MeEp
0 TPOTHO3UPOBAHMIO, OOHAPYKEHHIO, CACPKHBAHUIO, NPEAOTBPAIICHUIO,  OTPAKCHUIO
MHGOPMAITMOHHBIX YIPO3 U JIMKBUAALWHI TIOCIEICTBUN HX TPOSBICHHUS;

) cuibl obecnieueHHss MH()OPMAIMOHHOM O€30IIaCHOCTH - TOCYAAapCTBEHHBIE OpIaHbl, a TaKkKe
NoJpa3feNieHus] W  JOJDKHOCTHBIE JIMIA TOCYyJAapCTBEHHbIX OPraHoOB, OPraHOB MECTHOIO
CaMOYNpaBJI€HUs] W OpraHu3alui, yNOJHOMOYEHHBbIE Ha pELIEHWE B COOTBETCTBHU C
3akoHOJaTenbcTBOM Poccuiickoit  ®enpepaunu  3amad 1o obecnedyeHHo  MH(POPMALMOHHON
0e30MacHOCTH;

€) cpenctBa obOecriedeHUs WH(POPMAIMOHHON OE30MacHOCTH - IPaBOBbIC, OPraHU3AIOHHEIC,
TEXHUYECKUE W Jpyrde CpeACTBa, HCIONb3yeMble CHJIAMH oOOecredeHus WH(POPMaUOHHON
0e30MacHOCTH;

XK) cuctema obecriedeHrss MHPOPMAIMOHHOW OE30MacCHOCTH - COBOKYITHOCTH CHJI OOECTIeUeHHS
UHQOPMAIMOHHONH 0€30MacHOCTH, OCYIIECTBISIONUX CKOOPIUHUPOBAHHYIO W CIUIAHHMPOBAHHYIO
JeSITeTIbHOCTD, M UCTIIOJIB3YEMbBIX UMH CPEJICTB oOecneueHnss MHPOPMaMOHHON 0€3011acHOCTH;

3) wuHbpopmarmonHass uHpacTpykrypa Poccuiickoit Pepeparmm (manee - wuHPOpMAIMOHHAS
UH(PACTPYKTypa) - COBOKYIHOCTb 00BEKTOB MH(OpMaTH3alNU, HHPOPMALMOHHBIX CUCTEM, CAaliTOB
B cetn "MHTepHET" W ceTeil CBs3M, PACIONIOXKEHHBIX Ha Tepputopuu Poccuiickoit denepanum, a
TaK)K€ Ha TEPPUTOPHUAX, HAXOIAMMXCA ToA Iopucaukuuein Poccuiickoit @enepauuu uWiu
UCIOJIb3YyEMbIX Ha OCHOBAaHUM MEXAYHapOAHBIX J0roBopos Poccuiickoi denepanun.

3. B Hacrosmel JlokTpuHE Ha OCHOBE aHAINW3a OCHOBHBIX HMH()OPMAIMOHHBIX YIpO3 U OLIEHKH
COCTOSIHUSL HMH(OPMAIMOHHOM O€30MacHOCTH OIPEJENICHbl CTPATErHMYeCKUe LI U OCHOBHBIE
HanpaBJIeHUsl o0ecredeHus: HMH(OPMAIMOHHOM 0€30IaCHOCTH € y4Y€TOM  CTpPaTerMYecKuX
HallMOHAJIBHBIX IpHopUTeTOB Poccuiickont Menepanuu.

4. TlpaBoByto ocHoOBy Hactosieil JJoxtpunsl cocraBisitoTrKoncruryiusi Poccuiickoint ®denepanuu,
oOulenpru3HaHHble NPUHLUUIBL M HOPMbI MEXIYHAPOJHOTO IpaBa, MEXKIyHAPOJHBIE JOrOBOPHI
Poccuiickoii denepannu, penepanbHble KOHCTUTYLIMOHHBIE 3aKOHBI, (pe/iepaibHble 3aKOHbI, a TAKKe
HOpMAaTHUBHBIE IIpaBoBbIe akThl IIpesnnenta Poccniickont @Penepanuu u IlpasurensctBa Poccuiickoit

®denepannu.
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5. Hacrosmas JlokTpuHa SBISIETCS JOKYMEHTOM CTPAaTETHUECKOTO IUIAHUPOBAaHUS B cdepe
oOecrieyeHusi HalMoOHANbHON Oe3zomacHocTH Poccuiickoit denepanuu, B KOTOPOM Ppa3BHBAIOTCS
noJyioskeHust CTparernMHaluoHanbHOM Oe3omacHocT  Poccuiickoit  denepanuu, yTBEpKACHHOM
Vkazom Ilpesunenta Poccuiickoit ®enepanun ot 31 gexabps 2015 r. N 683, a Takxke apyrux
JOKYMEHTOB CTPaTETH4eCKOTo IUIAHUPOBAHMSA B YKa3aHHOU cdepe.
6. Hacrosimas JloktpuHa sBIsieTcs OCHOBOM st (POPMHUPOBAHUS TOCYIAPCTBEHHON MOJIMTUKU U
pa3BUTHUS OOIIECTBEHHBIX OTHOIIEHUH B 00JIacTH oOecrieueHus: HHPOpMAIIMOHHONW 06€30MacHOCTH, a
TaKXe JUIs BBIPAaOOTKH Mep IO COBEPIICHCTBOBAHUIO CHUCTEMBbI OOecredeHus: MHPOPMALUOHHOU
0€30IaCHOCTH.

II. HanmonaapHbIC HHTEpECHl B MHPOPMAIIMOHHOH cdepe
7. VIHdopmaloHHbIe TEXHOJOTUU MPHOOpENH IJI00ambHBIA TPAaHCTPAHUUYHBIA XapakTep U CTald
HEOTHEMJIEMOM 4YacThi0 BceX cdep IedATeNbHOCTH JIMYHOCTH, OOmecTBa W rocyaapctsa. Mx
3 PeKTHBHOE MPUMEHEHHE SBISETCS (PAKTOPOM YCKOPEHHUSI YKOHOMHYECKOTO PAa3BUTHUS TOCYAapCTBA
U popMUpOBaHMs HHPOPMALIMOHHOTO O0IIECTBA.
HNudopmanmonHas cdepa HUrpaeT BaKHYIO pojb B OOECIEUEHHH pealM3alud CTPaTerMyecKux
HallMOHAJIBHBIX puopuTeToB Poccuiickort Menepannu.
8. HaumoHanbHBIMU MHTEpECAaMH B UHPOPMALIMOHHON cepe SBIISIOTCS:
a) obecrieueHHe W 3allMTa KOHCTUTYLIMOHHBIX NpaB M CBOOOJ YeloBEeKa M IpakJaHWHA B YacCTH,
Kacarolleicsl MOJIy4YeHUsI U HCIOJIb30BaHUS MH(POPMALUHU, HEIPUKOCHOBEHHOCTH YaCTHON KHU3HU
NpU UCHOJIH30BAHUU MH(POPMALMOHHBIX TEXHOJOTHH, oOecnieueHre MH(OOPMAIIMOHHON MOAIEPKKU
JEMOKPAaTUYECKMX HWHCTUTYTOB, MEXAaHU3MOB B3aUMOJAEHUCTBUS TOCYJapcTBa U TPakIaHCKOIO
o0miecTBa, a TaKKe IPUMEHEHHEe WH(OPMAILMOHHBIX TEXHOJOTHMM B HHTEpecax COXpaHEHUs
KYJIBTYPHBIX, UCTOPHUYECKUX M JYXOBHO-HPAaBCTBEHHBIX I[EHHOCTEH MHOTOHAIIMOHAIBHOTO Hapoia
Poccuiickoit denepanyu;
0) oOecrieueHHEe YCTOMYMBOTO U OecrnepeOOHHOro (PyHKIIMOHUPOBAHUS WH(POPMAITMOHHOM
UHQPACTPYKTyphl, B IIEPBYIO OYepenb KPUTHUECKOW HH(POPMAIMOHHON HH(PaCTPyKTyphl
Poccuiickoii @eneparun (nanee - Kpurudeckas HHPOPMALMOHHAs UHPPACTPYKTypa) U €UHOM ceTn
anektpocBsizu Poccuiickoit denepauyy, B MUPHOE BpeMs, B NEPUOJ HEMOCPEICTBEHHOW YIpO3bl
arpeccuu ¥ B BOGHHOE BpeMs;
B) pasButue B Poccuiickoit denepannu orpaciay MHPOPMALMOHHBIX TEXHOJIOTUH M 3JIEKTPOHHOU
MPOMBINUICHHOCTH, a TaKK€ COBEPIICHCTBOBAHHUE JESITEILHOCTH TMPOW3BOJCTBEHHBIX, HAYYHBIX U
HAYYHO-TEXHUYECKHUX OpraHu3aluii 1o pa3padoTKe, MPOM3BOJACTBY M OIKCIUTyaTallud CpPEICTB
oOecrieyeHus: HMH(DOPMAIIMOHHON OE€30MacHOCTH, OKa3aHMWI0 YCIyr B oOiacTu obecreyeHus
nHGOPMAITMOHHOM 0€3011aCHOCTH;
T') TOBEICHHE JI0 POCCHMCKOW M MEXIyHapOJHOW OOMIECTBEHHOCTH JTOCTOBEPHOW WH(pOpPMAIMH O
rocynapcTBeHHOM nonutuke Poccuiickoit @enepanyu 1 ee 0pUIMATBHON MO3UIMU MO COLUAIBHO
3HAYUMBIM COOBITHSIM B CTpaHE M MHpE, NPUMEHEHHE HH()OPMALMOHHBIX TEXHOJOTMH B LEIAX
o0ecrieueHns1 HAMOHAIBHOM Oe3omacHocTr Poccuiickoit denepannu B 0051aCTH KyIbTYPHI;
) comedcTBUE (POPMHUPOBAHHUIO CHUCTEMBI MEXKIYHAPOIHOW HWH(POPMAIIMOHHONW O€30MacHOCTH,
HanpaBJIEeHHOW Ha MPOTHUBOJCHCTBHE Yrpo3aM MCIOJIb30BAHUA WH(OPMALMOHHBIX TEXHOJOTMHA B
LEeNSX  HapylIeHUs  CTPATerMuecKod  CTaOMJIBHOCTH, HA  YKPEIJICHHWE  PaBHONPABHOTO
CTPaTEermyecKoro mapTHepcTBa B oOiacTu MH()OPMAIMOHHON OE€30MacHOCTH, a TaKKe Ha 3allUuTy

cyBepenutera Poccuiickoit denepannu B HHOPMAIMOHHOM IIPOCTPAHCTBE.
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9. Peanmzauusi HanMOHATBHBIX HMHTEPECOB B HWHPOPMALMOHHOW cdepe HampaBieHa Ha

dbopMmupoBaHue Oe3omacHO cpeapl 000poTa JOCTOBEpHOW WH(MOpPMAIMM W YCTOWYMBOU K

pa3iavuHBIM BUAAM BO3ACHUCTBUA HH(DOPMALMOHHOW HMH(PPACTPYKTYpHl B LEISIX OOecreueHus

KOHCTUTYIIMOHHBIX TpaB ¥ CBOOOJ 4eJOBeKa M TpakJaHWHA, CTAOWIBHOTO COLMAIBHO-

SKOHOMHYECKOTO Pa3BHUTHS CTPaHBI, a TAK)KE HAITMOHAIBHOHN Oe3omacHocTH Poccuiickoit denepanuiu.
II1. OcHoBHBIE MH(OPMALIMOHHBIE YTPO3bI U COCTOSIHHE

nH(pOPMALIMOHHOM 0€30MacHOCTH

10. Pacmmpenue obGmacteil mnpuMeHeHUs HHPOPMAIIMOHHBIX TEXHOJIOTUH, SBISSICH (DAaKTOPOM
pa3BUTUSI SKOHOMHUKM M  COBEpIICHCTBOBaHMS  (YHKIMOHUPOBAHUS  OOIIECTBEHHBIX U
rOCyJapCTBEHHBIX HHCTUTYTOB, OJTHOBPEMEHHO MTOPOKAAET HOBbIE MH(POPMAIIOHHBIE YTPO3bI.
Bo3moxHOCTH TpaHcrpann4HOro o0opora MH(OpMAIK BCE Yallle MCIONB3YIOTCS Ui JOCTHKCHUS
TeOMOJIMTUYECKHUX, MPOTUBOPEUAIINX MEXAYHAPOJAHOMY NpPaBy BOCHHO-TIOJIMTUYECKUX, a TaKKe
TEPPOPUCTUUECKHX, IKCTPEMUCTCKUX, KPUMHUHAJIBHBIX M WHBIX MPOTHBOIIPABHBIX IEJel B yuiepO
MEXIyHAPOIHOM 0€30IaCHOCTH U CTPATErHYeCKOi CTaOMIIBHOCTH.

[lpu sTOoM mpakTUKa BHEAPEHUS HHGOPMAIMOHHBIX TEXHOJIOTHH 0e3 yBSI3kH C obecneueHHeM
WHPOPMAITMOHHON ~ O€30MacHOCTH  CYIIECTBEHHO  MOBBIIIAET  BEPOATHOCTh  IMPOSBICHUS
MH()OPMAILMOHHBIX YTPO3.

11. OgHUM U3 OCHOBHBIX HETAaTHBHBIX ()AaKTOPOB, BIMSAIOUIMX HA COCTOSIHHE WH()OPMAIMOHHON
0€301aCHOCTH, SBJISETCS HApalIMBaHUE PSOM 3apyOeKHBIX CTpaH BO3MOKHOCTEH WH(POPMALIMOHHO-
TEXHUYECKOTO BO3ACHUCTBUS Ha HH(DOPMALIMOHHYIO HHPPACTPYKTYPY B BOCHHBIX LIEISIX.
OHOBPEMEHHO € 3TUM YCHJIMBAETCS JESATEIbHOCTh OPraHU3alMi, OCYIIECTBIISIOUINX TEXHUIECKYIO
pa3BellKy B OTHOIIEHHHM POCCHUMCKUX TOCYJApCTBEHHBIX OpPraHOB, HAYYHBIX OpraHM3alMd |
NpeANpUSITHI 000POHHO-TIPOMBIIIUIEHHOTO KOMIUIEKCA.

12. PacmmpsitoTcss MacmTadbl MCIIOJIB30BAHUS CHEIUATBHBIME CITY>KOAaMH OTACIBHBIX TOCYIapCTB
CpeACTB OKa3aHMsi HMH(OPMAIIMOHHO-TICUXOJIOTHYECKOTO  BO3JCHCTBUS, HANpaBIEHHOTO Ha
JeCTaOMIM3AIMI0 BHYTPUIIOIUTUYECKON M COLMANBHOW CHTYallud B Pa3IMYHBIX PErHOHAX MUpA U
NPUBOSAIIETO K MOJPHIBY CYBEPEHUTETAa M HAPYIICHUIO TEPPUTOPHAIBLHOW IEJIOCTHOCTH IPYTHUX
rocyiapcTB. B 3Ty nesiTelbHOCTh BOBIIEKAIOTCS PEIUTHO3HBIE, STHHYECKUE, TPABO3AIIUTHBIE 1 HHBIE
OpraHM3aliM, a TaKKe OTHCNbHBIC TPYIMIbl TPAXKAAH, TPU ITOM IIUPOKO HCTOIB3YIOTCS
BO3MOXXHOCTH UH(POPMALTMOHHBIX TEXHOJIOTHH.

OTmeuaercsi TEHICHIUS K YBEIHMUEHHIO B 3apyOeKHBIX CPEACTBAaX MAcCOBOHM MH(popManuu odbeMa
MaTepualoB, COAEPXKALUIMX MPEAB3SATYI0 OLGHKY TOCYJapCTBEHHOM MOnUTHKKM Poccuiickoii
Oenepanyn. Poccuiickue cpeacTBa MaccoBOM MH(OPMAIMK 3a4acTyrO MOJBEPraroTCs 3a pyOekoM
OTKPOBEHHOW JUCKPUMHHALUM, POCCUHUCKUM IKYPHAIUCTAM CO3JAIOTCS MPEHSTCTBHUS  JUIS
OCYILIECTBICHUS UX MPOPECCHOHATBHOM 1€ATEIbHOCTH.

HapamuBaeTrcs mHpOpManoHHOE BO37eiicTBME Ha HaceneHwe Poccum, B INEpByr0 odepens Ha
MOJIO/ICXKb, B IIEJISX Pa3MBbIBAHUS TPATUITMOHHBIX POCCHMCKUX yXOBHO-HPABCTBEHHBIX IICHHOCTEH.
13. Pa3nuuHble TEPPOPUCTHUECKHE U DKCTPEMHUCTCKHE OpraHu3alud I[IUPOKO HCIOJIb3YIOT
MEXaHU3Mbl MH(POPMAIIMOHHOTO BO3JCHCTBHUS Ha WHAMBUIYaJbHOE, TPYIIOBOE M OOIIECTBEHHOE
CO3HAHHWE B IIENIAX HArHETAaHUS MEKHAIIMOHAIBHOW M COIMAIBHOW HAINPSHKCHHOCTH, Pa3KUTaHUSI
STHUYECKOH M PETUTHO3HOW HEHABUCTH JTHOO BPaXKIbl, MPOMAraHbl IKCTPEMUCTCKON UACOIOTHH, &

TAK)KXC IMPHUBJICUYCHUA K TeppOpHCTH‘IeCKOﬁ ACATCIBbHOCTU HOBBIX CTOPOHHHUKOB. Taxkumu



OpraHM3alMsIMM B IPOTHBOIPABHBIX IEJIAX AaKTUBHO CO3JAKOTCS CPEICTBA JECTPYKTHBHOIO
BO3/ICHCTBHSI HA O0BEKTHI KpUTHUECKON HH(POPMAILIMOHHON HHPPACTPYKTYPHI.

14. Bo3pacTaroT Maciradbl KOMIIBIOTEPHON MPECTYIHOCTH, PEXkKAE BCETO B KPeIUTHO-(pHHAHCOBON
cdepe, yBeIMUMBACTCS YHCIIO MPECTYIUICHUH, CBSI3aHHBIX C HAPYIICHHEM KOHCTUTYLMOHHBIX IPaB U
cBOOOJ YeJIOBeKa U IPaKAaHNHA, B TOM YHCJIE B YACTH, KaCaroIIeHcsl HeTPUKOCHOBEHHOCTH YaCTHOU
JKU3HU, JIMYHOW U CeMEWHOW TalHbl, MpH 00pabOTKe MEePCOHAJIBHBIX JAHHBIX C HCIOJB30BAaHUEM
MHPOPMAIIMOHHBIX TexHoJorui. [Ipu 3TOM MeToapl, cnocoObl M CpEACTBA COBEPLICHHS TaKUX
NPECTYIJICHUI CTaHOBSITCS BCE M30LIPEHHEE.

15. CocrossHre nH(MDOPMAITMOHHON 0€30ImacHOCTH B 00JIACTH OOOPOHBI CTPAaHBI XapaKTEPU3YETCS
YBEJIMYEHHEM MAcIITabOB MPUMEHEHUS OTACJIbHBIMH TOCYyJapcTBaMH U OpraHU3alUsIMHU
MH(GOPMAIIMOHHBIX TEXHOJIOTHIA B BOCHHO-TIOJIMTUYECKUX LIEJSAX, B TOM YHCJE JJISl OCYIECTBICHHUS
JEHCTBUM, MPOTUBOpPEUALIUX MEXAYHAPOJHOMY IIpaBy, HAlpPaBICHHBIX HA IMOJPHIB CYBEPEHHUTETA,
MOJIUTUYECKOW ¢ COIHAIBHOW CTaOMILHOCTH, TEPPUTOPUATLHOM IerocTHOCTH Poccuiickoit
@Denepalii ¥ €€ COIO3HUKOB M MPEICTABISIIONIMX YTPO3Y MEXKIYHAPOIHOMY MUPY, TNI0OATbHOU H
peruoHaIbHON 6€30I1aCHOCTH.

16. Cocrostnne MH(GOPMALMOHHOW 0€30MacHOCTH B OOJIACTH TOCYAApPCTBEHHOW M OOIIECTBEHHOU
0€30IaCHOCTH XapaKTEPU3yeTCs MOCTOSHHBIM MOBBIIICHUEM CJIOXHOCTH, YBEIMYSHHEM MAaclTa0oB
¥ POCTOM CKOOPAMHHUPOBAHHOCTH KOMIBIOTEPHBIX aTaK Ha 0OBEKThI KPUTUYECKOM MH(DOPMALIMOHHON
UHPPACTPYKTYPHI, YCUJICHHEM pa3BEAbIBATEIIbHON AEATEIbHOCTH WHOCTPAHHBIX TOCYAAapCTB B
otHomenun Poccuiickoit denepanuu, a TakKe HapaCTaHUEM YIpo3 MPUMEHEHUsT HH(POPMAIIMOHHBIX
TEXHOJOTHMA B MLEISIX HAHECEHHs Yyiep0a CyBEpEeHUTETY, TEepPUTOPHAIBHON IEIOCTHOCTH,
MOJIUTUYECKOH M COIMalibHOM cTabunbHOCTH Poccuiickoit deneparum.

17. Cocrosnue uH(pOpMAIMOHHON 0€30macHOCTH B SKOHOMHUYECKOW cdepe XapakTepusyercs
HE/IOCTATOYHBIM YPOBHEM DPAa3BHUTHUSI KOHKYPEHTOCHOCOOHBIX WH(POPMALMOHHBIX TEXHOJIOTHH U HX
UCIOJb30BaHUS JUIsl MPOU3BOJCTBA MPOAYKUMU MU OKazaHusi yciyr. OcTtaercs BBICOKMM YpPOBEHb
3aBHCHMOCTH OT€UYECTBEHHOW MPOMBIIUICHHOCTH OT 3apyO0eKHBIX MH(OPMAIMOHHBIX TEXHOJIOTHIA B
YacTH, Kacarolleiics 9SJeKTPOHHOW KOMIIOHEHTHOW 0a3pl, IpOrpaMMHOro  obecredeHus,
BBIUMCIUTEIHOW TEXHUKHM W CPEACTB CBS3U, YTO OOYCIOBIMBAET 3aBUCHUMOCTb COLIMATIBHO-
SKOHOMHUYeCKoro paszputusi Poccuiickoit Pepepanu OT T€ONOIUTHYECKUX UHTEPECOB 3apyOeimKHbIX
CTpaH.

18. CocrosiHue nMHGOpPMALMOHHONW 0€30MacHOCTH B 00JacTH HayKH, TEXHOJOTMH M 00pa3oBaHUs
XapaKTepU3yeTcsi HEeJOCTATOYHOH I(P(PEKTUBHOCTHIO HAYYHBIX MCCIEIOBAHHI, HANpaBICHHBIX Ha
CO3/laHME TMEpPCHEKTHBHBIX HH()OPMAIIMOHHBIX TEXHOJOTHUH, HU3KAM YPOBHEM BHEAPCHHUS
OTEUECTBEHHBIX  pPa3padOTOK W  HEJOCTAaTOYHBIM  KAJPOBBIM OOecriedeHHneM B  00JacTH
WHPOPMAITMOHHOW O€30MacCHOCTH, a TaKKe€ HHU3KOW OCBEIOMIIEHHOCTHIO TPaXKIaH B BOMPOCAX
oOecrnevyeHus: TMUHON MH(OPMALMOHHOM Oe3omacHocTu. [lpu 3TOM MeponpuaTus no odecrneyeHuto
0e30macHOCTH MH(GOPMALMOHHON HMHQPACTPYKTYphl, BKIIOYas €€ LEJIOCTHOCTh, JOCTYMHOCTh H
ycroiunBoe  (DYHKIIMOHMPOBAHHWE, C  HWCIOJB30BAHMEM OTECUECTBEHHBIX HH(DOPMAIIMOHHBIX
TEXHOJIOTHI M OT€UYECTBEHHOM MTPOAYKIMHU 3a4aCTyI0 HE HMEIOT KOMIUJIEKCHOW OCHOBBI.

19. Cocrosinue uHPOPMAIMOHHONW OE30MACHOCTH B 00JIACTU CTPATETMUECKOW CTAOWIBLHOCTH W
PaBHOINPABHOTO CTPATETMYECKOTO0 MApTHEPCTBA XapaKTEPU3YETCS CTPEMIICHHEM  OTAEIbHBIX
TOCyIapCTB  HMCIOJB30BaTh  TEXHOJOTMYECKOE  TPEBOCXOJACTBO Ui  JOMHUHHPOBAHHS B

UH()OPMAIITMOHHOM TPOCTPAHCTBE.



CymiecTByroliee B HACTOSIIEEe BpeMs paclpeielieHHe MEXKIy CTpaHaMH PecypcoB, HEOOXOIMMBIX
JUtst obecriedeHust 0€30IacHOTo M YCTOWYHBOTro (hyHKUMOHUpOBaHUA ceTH "UHTepHeT", He 03BOJSET
peann3o0BaTh COBMECTHOE CIIPABEJIMBOE, OCHOBAHHOE HA MPUHLUIIAX IOBEPUS YIIPABIECHUE UMU.
OtcyTcTBHE MEXKITYHAPOTHO-TIPABOBBIX HOPM, PETYIUPYIOIINX MEXTOCYJapCTBEHHbIC OTHOIICHUS B
WHPOPMAITMOHHOM TIPOCTPAHCTBE, a TaKXKe MEXaHW3MOB H TMPOLEAyp HUX TPUMEHEHHUS,
YUUTBHIBAIOMIUX crenu(UKy MHGOPMAIMOHHBIX TEXHOJIOTUH, 3aTPYyAHSET (JOPMUPOBAHUE CUCTEMBbI
MEXTyHapOHOH MH(POPMAIIMOHHON 0€301acCHOCTH, HANPABJICHHON HA JOCTHIKEHUE CTPATETMYeCKOM
CTaOMIILHOCTH ¥ PAaBHOIIPABHOTO CTPATETMUECKOTO MTAPTHEPCTBA.
IV. CrpaTerndeckue ey 1 OCHOBHBIC HAIIPABIICHUS 00SCTICUCHUS

nH(POPMAITMOHHOM 0€301acCHOCTH

20. CrpaTerndeckoil menbpio oOecriedeHus WHPOPMAITMOHHOW 0e30MacHOCTH B 001acTH OOOPOHBI
CTpaHbI SIBJIETCS 3alMTa >KMU3HEHHO Ba)KHBIX MHTEPECOB JIMYHOCTH, OOLIECTBA U TOCYIapcTBa OT
BHYTPEHHUX M BHEIIHUX YyTPO3, CBSI3aHHBIX C MPUMEHEHHEM HH(POPMAIIMOHHBIX TEXHOJOTHHA B
BOCHHO-TIOJIUTHYECKUX LENAX, MPOTUBOPEUAILUX MEKIYHApPOAHOMY IpaBy, B TOM YHCIE B LEIAX
OCYILIECTBIICHUS BPaXACOHBIX MJCWCTBMA W aKTOB arpeccud, HANpaBJICHHBIX Ha TOAPHIB
CYBEpEHUTETA, HapyLICHUE TePPUTOPUAIBHON LIEJIOCTHOCTU TOCYJapCTB U MPEACTABISAIONINX YIPO3y
MEXYHapOJIHOMY MUPY, 6€3011aCHOCTH U CTPATErHYeCKO cTaOUIbHOCTH.

21. B cooTBeTcTBUM ¢ BoeHHOU monuTukod Poccuiickoit depepaniv OCHOBHBIMHU HANpaBIEHUSIMU
obecnieyeHus: HHGOPMAITOHHOH 0€301MacHOCTH B 001aCTH 0OOPOHBI CTPAHBI SBIISIOTCS:

a) CTpaTermyecKoe CIEP)KMBAHWE W TMPEIOTBPALICHHE BOCHHBIX KOH(MDIUKTOB, KOTOPHIE MOTYT
BO3HUKHYTb B pe3yJibTaTe MPUMEHEHHU WH(OPMAITMOHHBIX TEXHOJIOTUH;

0) cOBepIICHCTBOBaHME CHCTEMBI oOecriedeHus MH(OpMAIMOHHON Oe3zomacHOCTH BoopykeHHBIX
Cun Poccuiickoit denepannu, Ipyrux BOHCK, BOMHCKUX (DOPMUPOBAHUN M OPraHOB, BKJIIOYAIOUICH B
ce0st crIIbl ¥ cpeicTBa MH(OPMAITMOHHOTO MMPOTUBOOOPCTBA,

B) MPOTHO3UPOBAHME, OOHApy)KEHHE U OlLEHKa MH(GOPMAIMOHHBIX YIPO3, BKIIOYas YIpPO3bl
BoopyxennsiM Cunam Poccuiickoit @denepannu B ”HGOPMALIMOHHOM cdepe;

T) cojJelcTBUEe OOECMEUYeHUIO 3allluThl WHTEPECOB COIO3HUKOB Poccuiickoit @Depepanuy B
uH(pOpMaLMOHHOH cdepe;

1) HeHTpamu3aus nHHOPMAIMOHHO-TICHXOJIOTHYECKOTO BO3CHCTBHS, B TOM YHCIIC HAPABICHHOTO
Ha MOJPbIB UICTOPUYECKUX OCHOB U MATPUOTUYECKUX TPATULMMI, CBA3aHHBIX ¢ 3aIUTON OTeuecTBa.
22. CrpaTternueckuMu LedsiMH  oOecrieyeHuss WHQPOPMALMOHHOW 0e30MmacHOCTH B 00JacTu
rOCyJapCTBEHHOM M OOIIECTBEHHOM 0€30MacHOCTH SBISIOTCS 3alllUTa CyBEPEHUTETA, MOJIEpKaHUe
MOJIUTUYECKOH U  COIMANbHOW CTa0MIBHOCTH, TEPPUTOPHAIBHON IeocTHOCTH —Poccuiickoit
®enepanyy, odecrneyeHrne OCHOBHBIX MpPaB M CBOOOJ YelOBEKa M IpaKIaHHWHA, a TaKXKe 3aluTa
KPUTHUECKOH HH(POPMAIIMOHHON HUHPPACTPYKTYPHI.

23. OCHOBHBIMH HamNpaBIECHUSIMH OOecredeHns: WHPOPMALMOHHONW Oe30macHOCTH B 00jacTu
TOCY/IapCTBEHHON M OOIIECTBEHHOW OE€301MaCHOCTH SIBIISIOTCS:

a) TMPOTHUBOACHCTBHE UCHOJb30BAHUIO HMH(POPMAIIMOHHBIX TEXHOJOTHH JUIsl  MporaraHbl
OKCTPEMHUCTCKOM  MJICOJIOTMH,  pacnpocTpaHeHHs  KceHodoOuu,  uaed  HalMOHAJIbHOM
WCKITIOYUTEIIFHOCTH B IIEJISX MOJAPBIBA CYBEPEHUTETA, MOJUTHUECKON M COIMAIBLHON CTaOMIBHOCTH,
HACWJIbCTBEHHOTO  HM3MEHEHHMS KOHCTUTYIIMOHHOTO  CTPOs, HAPYIICHUS TEPPUTOPHAIBHOMN

nenoctHocty Poccuiickoi ®enepanuu;



0) mpeceueHHWe NEATEILHOCTH, HAHOCAIICH ymepOd HamMoHAIBHON Oe3onmacHocTH Poccuiickoit
®Denepaniv, OCYIIECTBISIEMON C HCIOJB30BAHUEM TEXHUYECKUX CPEACTB M HH(DOPMALMOHHBIX
TEXHOJIOTHH CHeLUalbHBIMU CIIy>)kKOaMM M OpraHU3alMsIMU HMHOCTPAHHBIX TI'OCYJapCTB, a TaKxke
OTAEIbHBIMU JIMLAMU;

B) HOBBILIEHHUE 3AIUIIEHHOCTH KPUTUIECKOH MH(GOPMAIIMOHHOW HHPPACTPYKTYphl U YCTOHUMBOCTH
ee  (YyHKUMOHHMPOBAHMs, Ppa3BUTUE  MEXaHU3MOB  OOHApPYXKEHUS U  NPEAYNPEeKICHUS
MH()OPMALMOHHBIX YIPO3 M JIMKBUIALNYU HOCIEACTBUI UX MPOSBICHHUS, IOBBIILICHUE 3aLIUILICHHOCTH
TpaXIaH U TEPPUTOPUN OT TIOCICICTBUN YPE3BBIYAMHBIX CHUTYAIlMi, BRI3BAHHBIX MH()OPMAIMOHHO-
TEXHUYECKUM BO3AEHCTBUEM Ha 0OBEKTHI KPUTUIECKOH HH(DOPMALMOHHON HH(PACTPYKTYPBI;

T') MOBBILIEHUE 0€30MacHOCTH (QYHKIIMOHUPOBAHUS 00BEKTOB MHPOPMAIIMOHHONW HH(PACTPYKTYPHI, B
TOM 4HC]Ie B LENIX OOecledYeHus yCTOMYMBOIO B3aUMOJICHCTBUS TOCYJapCTBEHHBIX OPIaHOB,
HEJIOMYIIEHHs MHOCTPAHHOIO KOHTPOJS 3a (DYHKUIHMOHMPOBAHUEM TAKUX OOBEKTOB, oOecreueHue
LIEJIOCTHOCTH, YCTOMYMBOCTU (DYHKLIMOHHPOBAHHUA M O€301aCHOCTU €AMHOM CETH 3JIEKTPOCBSA3U
Poccuiickoii ®@eneparun, a Takxke odecreueHre 0e30mMacHOCTH MH(popMaIyy, repeaaBaeMoi 1o Her
u 0O6pabaTbiBaeMoli B MH(OPMAIIMOHHBIX cUcTeMax Ha Tepputopun Poccuiickoit denepanuy;

1) HOBBILIEHHE 0€30I1aCHOCTH (HYHKIIMOHUPOBAHUS 00pa3L[0B BOOPYKEHUsI, BOGHHOI U CeUaIbHON
TEXHUKH ¥ aBTOMAaTU3UPOBAHHBIX CUCTEM YIPABIICHNUS;

e) mnoBbllieHHEe 3(P(EeKTUBHOCTH  NPOPUIAKTUKM  NPAaBOHAPYIIEHUH,  COBEpLIAEMBIX C
UCIIOJIb30BaHNEM HH(POPMAITMOHHBIX TEXHOJIOT M, U IPOTUBOAECHCTBHSI TAKUM IIPABOHAPYIICHUSM;
k) obecrieueHne 3aMThl MHGOPMAIMHY, COoJepIKallell CBEAEHHs, COCTaBIIAIOIINE [OCYAapPCTBEHHYIO
TaliHy, WHOI MH(OpPMAaLUN OrpaHUYEHHOTO JOCTYyNla U PACHPOCTPAHEHUs, B TOM HYHCJIE 33 CYET
HOBBIIIEHHS 3aLIUIIEHHOCTH COOTBETCTBYIOIINX HH(OPMALIMOHHBIX TEXHOJIOT UL,

3) COBEpIICHCTBOBAHME METOJOB U CIIOCOOOB IPOU3BOJACTBA U 0€30MaCHOIO IMPUMEHEHUs
HOPOJYKIMM, OKa3aHHs YCIyr Ha OCHOBE HH()OPMALMOHHBIX TEXHOJOTMH C HCIOJIb30BAHUEM
OTEUECTBEHHBIX Pa3paboTOK, YAOBIETBOPAIOIINX TPeOOBaHUSIM HH(OPMALMOHHON 6€301acHOCTH;

¥) noBblleHHe 3(P(PEeKTUBHOCTH HMHPOPMALMOHHOTO OOECIEeUeHHs pean3allii T'OCYAapCTBEHHON
nonutuku Poccuniickoit denepanuy;

K) HedTpanmu3auuss HMHGOPMAIIMOHHOTO  BO3JCHCTBHS, HANpaBIEHHOIO HAa  pa3MbIBaHHE
TPAAUIMOHHBIX POCCUHCKHUX JyXOBHO-HPAaBCTBEHHbIX IIEHHOCTEH.

24. CrpaTterudeckuMu LeIsIMH obecrieueHus: MHOOPMAIMOHHON 0€30MacHOCTH B SKOHOMHUYECKOM
cdepe ABIAIOTCS CBEAEHHE K MMUHUMAJIbHO BO3MOYKHOMY YPOBHIO BIIMSIHUS HETaTHUBHBIX (DakTOpOB,
00YCIJIOBJICHHBIX HEIOCTATOYHBIM YPOBHEM DPA3BUTHs OTEUECTBEHHOW OTpaciu HMH(OpMAalMOHHBIX
TEXHOJIOTUH U JIEKTPOHHOH IPOMBIIIJIEHHOCTH, pa3paboTka M TPOU3BOJCTBO
KOHKYPEHTOCIIOCOOHBIX CpeACTB o0ecrieueHus WHPOPMALMOHHOW O€30MacHOCTH, a TaKxke
NOBBIIIEHHE OOBEMOB M KauecTBa OKa3aHUS yCIyr B oOmacTé oOecredeHus: MHPOPMALMOHHOU
0€30I1aCHOCTH.

25. OCHOBHBIMU HalpaBJICHUAMH o0OecrieueHUs: MH()OPMAIMOHHON 0€3011aCHOCTH B SKOHOMHUUYECKOM
ctepe SBISIOTCS:

a) WHHOBAIlMOHHOE pAa3BUTHE OTPACAM HHGOPMALMOHHBIX TEXHOJOTMH M  3JIEKTPOHHOU
HPOMBIIIJIEHHOCTH, YBEIMUEHHUE 10U MPOAYKIMH 3TOM OTpaciau B BaJJOBOM BHYTPEHHEM IPOIYKTE,
B CTPYKTYypE 3KCIIOpPTa CTPAHBI;

0) TMKBUIAIMS 3aBUCUMOCTH OTE€UYECTBEHHOM NMPOMBIIIIEHHOCTH OT 3apyO0eKHBIX MH()OPMAITHOHHBIX

TEXHOJIOTHH M CpeJCTB obecredeHns: UHHOPMAIIMOHHOM 6€30MacHOCTH 3a CUET CO3JAaHUs, Pa3BUTHS



U IIUPOKOTO BHEJIPEHUSI OTEUECTBEHHBIX pa3pabOTOK, a TaK)Ke MPON3BOICTBA MPOAYKIIUH U OKA3aHUS
YCIYT Ha UX OCHOBE;

B) MOBBILIEHUE KOHKYPEHTOCIOCOOHOCTH POCCUICKUX KOMIIAHUH, OCYLIECTBISIOIUX JESTEeIbHOCTh
B OTpacid HWHPOPMALMOHHBIX TEXHOJOTHH U 3JEKTPOHHOW NPOMBIIIICHHOCTH, pPa3paboTKy,
MPOU3BOACTBO M OKCIUTyaTallMI0 CPEACTB oOecrmedeHuss HMH(POpPMAMOHHONW 0e30macHOCTH,
OKa3bIBAIOIIMX YCIYTd B o0nactu obecrneyeHuss WHGOPMAIMOHHON 0€30MacHOCTH, B TOM YHCIIE 3a
CYeT CO3/JaHus OJAronpUATHBIX YCIOBMH [yl OCYLIECTBICHUs JEATEIbHOCTH HAa TEPPUTOPHUU
Poccuiickoit denepanmu;

I) pa3BUTHE OTECUECTBEHHONW KOHKYPEHTOCIIOCOOHOW JJICKTPOHHOW KOMITOHCHTHOW 0asbl U
TEXHOJIOTHH MPOM3BOJCTBA IEKTPOHHBIX KOMIIOHEHTOB, 0O€CIeYeHHe MOTPEOHOCTH BHYTPEHHErO
PBIHKA B TAKOW MPOAYKLIUHU U BBIXOAA 3TOM MPOAYKIMU HA MUPOBOM PBIHOK.

26. Crparernmyeckoil menpio oOecriedeHUs] MHOOPMAMOHHONH 0€30MacHOCTH B OOJACTH HAyKH,
TEXHOJIOTH W 00pa3oBaHUs SBISETCS MOJJICPKKa WHHOBAIIMOHHOTO W YCKOPEHHOTO pa3BUTHS
cucTeMbl o0ecrieyeHns: THPOPMALMOHHON 6€30aCHOCTH, OTPACId HHPOPMALMOHHBIX TEXHOJIOTHH U
3JIEKTPOHHOM NMPOMBIIIUIEHHOCTH.

27. OCHOBHBIMHU HAIPaBICHUSAMHU oOecreueHnss HHPOPMALMOHHON 0€30MacHOCTH B 00JIACTH HAYKH,
TEXHOJIOTHI U 00pa30BaHUS SIBIISIOTCS:

a) JIOCTHXXEHHE KOHKYPEHTOCIIOCOOHOCTU POCCHUMCKHUX MH(DOPMAIMOHHBIX TEXHOJIOTUH U pa3BUTHE
Hay4YHO-T€XHHUYECKOT0 MOTEHIMaja B 001acTi obecnieueHns HHPOPMALMOHHON 0€3011aCHOCTH;

0) co3naHue W BHeIpeHUEe MH(POPMAIMOHHBIX TEXHOJIOTUH, W3HAYAJIBHO YCTOHYMBBIX K Pa3IUYHBIM
BU/IaM BO3/ICHCTBHS;

B) IPOBE/IEHNE HAYYHBIX HCCIIEIOBAHUN U OCYIIECTBIEHUE OIBITHBIX Pa3pabOTOK B LIEJAX CO3IaHUS
HNEepCHEKTUBHBIX HH(POPMALMOHHBIX TEXHOJIOTUH M cpencTB olecrnedeHuss HHPOPMaLMOHHON
0e30ITaCHOCTH;

I') pa3BUTHE KaJpPOBOTO IMOTEHIMala B 00JacTu oOecreyeHus: MHPpOPMAMOHHONW 0e30MacHOCTH U
NPUMEHEHUS! HHPOPMAIIMOHHBIX TEXHOJIOTHIA;

1) obecrieyeHue 3aIIMIIEHHOCTH TPpaXJaH OT MH()OPMALMOHHBIX YIpO3, B TOM YHCIE 3a CYET
(opMHPOBaHUS KYIBTYpBI TMYHON HHPOPMALIMOHHOW OE30MTaCHOCTH.

28. Crparernyeckoid 1enpi0 obOecnieueHHs WHPOPMAMOHHONW Oe30macHOCTH B 00JacTH
CTpaTEeTHUECKOW CTAaOMIBHOCTH W PABHONPABHOIO CTPATETMYECKOTO IapTHEPCTBA  SBISETCS
¢dopMHupOBaHUE YCTOWYMBON CHUCTEMBl HEKOH(IMKTHBIX MEXIOCYJapCTBEHHBIX OTHOIIEHHH B
UH(OPMAIMOHHOM TPOCTPAHCTBE.

29. OcCHOBHBIMU HampaBiI€HUSIMH oOecnedyeHuss HH(POpPMAIMOHHOW O€30MacHOCTH B 00JIACTH
CTpaTEruuecKoi CTAOMIIBHOCTH U PaBHOIIPABHOTO CTPATETNYECKOT0 MAapTHEPCTBA SBISIOTCS:

a) 3amuTa cyBepenurera Poccuiickoit @enepanuu B ”HPOPMALMOHHOM MIPOCTPAHCTBE MTOCPEICTBOM
OCYILLECTBJICHUS CaMOCTOATEIIbHOM M HE3aBUCHMOM IOJIMTHKH, HANpPaBICHHOM Ha peaau3aluio
HallMOHAJIbHBIX UHTEPECOB B MHPOPMALIMOHHOMU cepe;

6) yuactue B (OPMHUPOBAHMM CHCTEMBl MEXIYHapOJHOW HWH(POPMALMOHHOW OE€30MacHOCTH,
obecrneunBaromiel 3¢ (HeKTUBHOE TPOTHBOICHCTBHIE HCITOJIH30BAHNI0 HH()OPMAIIMOHHBIX TEXHOJIOTHI
B BOCHHO-TIOJIUTHYECKHX IENIAX, MPOTHBOPEUYAIIUX MEXIYHAPOJAHOMY IIpaBy, a TakKke B
TEPPOPUCTUUECKUX, IKCTPEMUCTCKUX, KPUMUHATIBHBIX ¥ UHBIX TPOTHBOMPABHBIX LIENISIX;

B) CO3JJaHHME MEKIYHApOTHO-TIPABOBBIX MEXaHU3MOB, YUHTHIBAIOIUX CHEIM(UKY HH(OPMAIIMOHHBIX
TEXHOJIOTHH, B LEJSIX MPEJAOTBPAIIECHUS U YPETYIHPOBAHUS MEKIOCYAAPCTBEHHBIX KOH(IIMKTOB B

I/IH(l)OpMaLII/IOHHOM IMPOCTPAaHCTBE;



I) TPOJABMKCHHE B PaMKaX ACSATEILHOCTH MEXKIyHApOIHBIX OpTaHW3alnui mo3unuu Poccuiickoit
Qenepanyy, OpeaycMaTpuBarolleld  oOeCreueHHWE  pPAaBHOMPABHOTO U B3aMMOBBITOJIHOTO
COTPYJIHUYECTBA BCEX 3aMHTEPECOBAHHBIX CTOPOH B HH(POPMAIIMOHHOH cdepe;
1) pa3BUTHE HAITMOHAIBHON CUCTEMBI YIIPABICHHSI POCCUHUCKUM cerMeHTOM ceTH "UHTepHeT".

V. Opranu3anroHHbIe OCHOBBI 00€CTICUeHUs

nH(POPMAITMOHHOM 0€301acCHOCTH

30. Cucrema oOecrieueHuss HHOOPMAIIMOHHONW OE30MACHOCTH  SIBIIICTCS YacThIO  CHUCTEMBI
oOecrievyeHus HallMOHAIBbHOM Oe3onacHocTH Poccuiickoit deneparum.

OOGecrieuenne WHGOPMAIIMOHHOH  OE€30MACHOCTH  OCYIICCTBJISETCS HAa OCHOBE COYCTAHHS
3aKOHOAATEIHHON, TPABONPUMEHUTEIILHOW, MPaBOOXPAHUTEIBHOMW, CYIeOHOH, KOHTPOJIBHOH U
Opyrux GopM AesTeNIbHOCTH TOCYAapCTBEHHBIX OPraHOB BO B3aWMOJICHCTBUU C OpraHaMU MECTHOTO
caMOyNpaBleHUs, OpraHU3aAUSIMHI U IPaXJTaHaMU.

31. Cuctema obecrieueHusi HHGOPMALMOHHOW 0€30IaCHOCTU CTPOUTCSI HA OCHOBE pa3srpaHUYEHUs
MOJTHOMOYHI OPraHOB 3aKOHOAATENbHOW, UCTIONIHUTEIHHON M CyAeOHOM BIacTH B JaHHOW cdepe ¢
Y4EeTOM TpPEIMETOB BelIeHHs (eaepalbHbIX OpraHoB TOCYIApCTBEHHOW BIAcTH, OPraHOB
roCyllapcTBEeHHON BnacTu cyObekToB Poccuiickori denepanuu, a TakkKe OpPraHOB MECTHOTO
CaMOYNpaBlieHUs, OINpeAeNseMbIX 3aKOHOAATEIbCTBOM Poccuiickoit ®Penepamuu B 00JacTH
obecrieyeHus: 6€30MacCHOCTH.

32. CoctaB cuctembl obecnieueHHss HHPOpMaMOHHON OezomacHocTH omnpexaensercs [IpesuneHTom
Poccuiickoii @eaepanuu.

33. OpraHu3allMOHHYIO OCHOBY CHCTE€MbI obOecrieueHHs HH(POpPMAIMOHHONW 0€30MacHOCTH
cocraBisitorT:  CoBer  @enepammu  DenepanibHoro  CoOpanmst  Poccuiickoit  denepanuu,
locynapcrBennas Jlyma ®enepansHoro CoOpanust Poccuiickoit ®enepauuu, IlpaButenbctBo
Poccuiickoit @enepanuu, Coser besomacnoctu Poccuiickoit denepauuu, QenepanbHble OpraHbl
UCTIOJIHUTENbHOM BinacTH, LlenTpanbuelii 6ank Poccuiickoit @eneparnun, BoeHHO-poMBbINUIeHHAS
komuccusi Poccuiickoii denepanuu, MeXBEIOMCTBEHHbIE OpraHbl, co3gaBaemble [IpesuaeHTom
Poccuiickoit @enepaunn u I[IpaButensctBoMm Poccuiickoir Denepanyy, opraHbl UCIIOTHUTEILHON
BiacTu cyobekToB Poccuiickoit Denepariun, opraHbl MECTHOIO CaMOYIIPaBIIEHUs, OpraHbl CyaeOHON
BJIACTH, IPUHUMAIOIIME B COOTBETCTBUHU C 3aKOHOJATENbCTBOM Poccuiickoit Penepanun ydactue B
pelLIeHnH 33134 1Mo 00ecneueHHI0 HHPOPMALIMOHHON 0€30I1aCHOCTH.

YyacTHHUKaMH CHUCTEMBI oOecriedeHus MH()OPMAIIMOHHON 0e301MacHOCTH SIBIISIOTCS: COOCTBEHHUKU
00BEKTOB KPUTHUECKON WH(POPMAIIMOHHON MHPPACTPYKTYpPhl M OpPraHU3AIMH, SKCILTyaTHPYIOIIHIE
Takue OOBEKTHI, CPEJCTBA MAacCOBOW WH(POpPMAIMM W MacCOBBIX KOMMYHUKAIUH, OpraHU3alluu
JEHE)KHO-KPEIUTHOM, BAJIFOTHOM, 0AHKOBCKOM U MHBIX cep (PHHAHCOBOTO PbIHKA, ONEPATOPHI CBSI3H,
ornepaTopbl HMH()OPMALIMOHHBIX CHUCTEM, OpraHuU3alud, OCYIIECTBISIOUINE MAESITEIbHOCTh 110
CO3JIaHHIO U HKCIUTyaTaluy HH()OPMAIIMOHHBIX CHCTEM M CETeH CBSI3H, 110 pa3paboTKe, MPOU3BOJICTBY
W IKCIUTyaTallii CpeacTB obecriedeHrss MHOOPMAIMOHHONW O€30MacHOCTH, TI0 OKa3aHHWI0 YCIYyT B
obmactu oOecneueHUs MHPOPMALMOHHONW O€30IaCHOCTH, OpraHU3alUH, OCYILECTBIIAIOLINE
0o0pa3oBaTeNbHYI0 JI€ATENbHOCTh B JaHHOM o001acTd, OOIIECTBEHHbIE OOBEIUHEHMS, WHBIE
OpTaHU3allVM ¥ TPa)KJaHe, KOTOPBIE B COOTBETCTBUU C 3AKOHOAATENLCTBOM Poccuiickoint denepannn
YUYacTBYIOT B PEIICHUH 3aJa4 110 00ecreueHnIo HH(POPMAIIMOHHONW 6€3011acHOCTH.

34. JleATeNnbHOCTh TOCYAapCTBEHHBIX OPraHOB MO OOECHEUEHUI0 MH(POPMAIMOHHONW 0€30MacHOCTH

OCHOBBIBACTCA Ha CIACAYIOINHUX IMPUHOUIIAX!



a) 3aKOHHOCTH OOIIIECTBEHHBIX OTHOIICHUI B WH(POPMAIIMOHHON cepe U MPaBOBOE PaBEHCTBO BCEX
YYaCTHUKOB TaKWX OTHOLICHWH, OCHOBAHHBIC HAa KOHCTUTYIIMOHHOM IIpaBe TIpayKJIaH CBOOOIHO
UCKaTh, MMOJIy4YaTh, MEpeaBaTh, MPOU3BOIUTh M PACIPOCTPAHATH UHPOPMAIUIO JTFOOBIM 3aKOHHBIM
CII0co00M;

0) KOHCTPYKTHBHOE B3aHMMOJEHCTBHE T'OCYAAPCTBEHHBIX OPraHOB, OPraHM3aLUil W TPaXIaH NpU
pelIeHuN 3a1a4 1Mo 00ecIeueHn 0 HHPOPMaMOHHOM 0€301aCHOCTH;

B) coOirroicHre OanaHca MEXAy MOTPEOHOCTHIO TpakJaaH B CBOOOJHOM OOMEHE HH(pOpMAaIMEH H
OTpaHUYEHUSIMH, CBSI3aHHBIMH C HEOOXOJMMOCTBIO OOECTIeYeHHUs] HAlMOHATIBHOM O€30MacHOCTH, B
TOM YHCJIe B ”HPOPMAITMOHHOM cepe;

T') JOCTaTOYHOCTh CHJI M CPEJCTB oOecriedeHUs: WH(OOPMAIMOHHOW O€30I1MacHOCTH, ompesensiemMas B
TOM YHCJI€ TOCPEICTBOM ITOCTOSTHHOTO OCYIIIECTBIICHHSI MOHUTOPHHTA WH(OPMAIIMOHHBIX YTPO3;

1) cobOmroieHue OOMENPU3HAHHBIX MPUHIMIIOB M HOPM MEXIyHApOJHOTO TpaBa, MEXKITYHAPOIHBIX
noroBopoB Poccuiickoit dexnepaiyy, a Takke 3aKoHOaTenbeTBa Poccuiickoit denepanuu.

35. 3amayamMu TOCYJapCTBEHHBIX OpPraHOB B paMKax JESTENbHOCTH 10  OOECHEeYeHHUI0
UH(QOPMAIMOHHON 0€30IaCHOCTH SIBIISIOTCS:

a) obecrieueHre 3alUThl PaB U 3aKOHHBIX HHTEPECOB IPAXKAAaH U OPTaHU3aIMN B MHPOPMALIMOHHON
coepe;

0) oLeHKa CcOCTOSHMA HWH(POPMAIMOHHON O€30MacHOCTH, IPOTHO3MPOBAHUME U OOHApyXKEeHHE
UHQOPMAIIMOHHBIX yIpO3, ONPEACICHUE NPHOPUTCTHBIX HANPABICHUN WX NPEAOTBpPAIICHUS U
JMKBUIAIUH TTOCTICICTBUNA UX TPOSIBIICHHS,

B) IUIAHUPOBAHUE, OCYIIECTBICHHE M OIEHKAa 3(P(PEKTUBHOCTH KOMILIEKCAa Mep MO 00eCIeYeHHIO
nHGOPMAITMOHHOM 0€3011aCHOCTH;

r) OpraHu3anusi JCATEJIbHOCTH W  KOOpDAMHAIMS  B3aUMOJCUCTBHS  CHJI  OOECHeUCHHUs
UHQOPMAIIMOHHONH 0E30MacHOCTH, COBEPIICHCTBOBAHME WX IPABOBOTO, OPraHU3aIMOHHOTO,
OIEePAaTUBHO-PA3BICKHOTO, Pa3BEIbIBATEIILHOTO, KOHTPPA3BEIbIBATEIILHOTO, HAYYHO-TEXHUYECKOTO,
nHGOPMAITMOHHO-aHATUTHYECKOTO, KaJIPOBOTO M SKOHOMHYECKOTO 00ECTICUCHHS,

1) BBIpaOOTKAa M peanu3ais Mep TOCYIapCTBEHHOW MOIICPKKHA OPTaHU3AlNN, OCYIIECTBIISIOIINX
NesITeIbHOCTh M0  pa3paboTKe, TMPOU3BOACTBY U  IKCIUTyaTalldd CpPEACTB  0OecreueHus
UH(QOPMALIMOHHON 0E30MacHOCTH, MO OKa3aHUIO yCIyr B 0o0nacTd obecredeHus: HHPOPMAIMOHHON
0€301MacHOCTH, a TAKKE OpTaHU3aIMiA, OCYIIECTBISIONMX 00pa30BaTELHYIO NEATEIHHOCTh B JAHHOM
obnactu.

36. 3amauaMu TOCYJapCTBEHHBIX OpPraHOB B paMKax JESATEeIbHOCTH 1O Pa3BUTHUIO U
COBEPILEHCTBOBAHUIO CUCTEMBI 00ecTIedeHUsI HH)OPMAIIMOHHOM 0€30MaCHOCTH SIBIISIFOTCS:

a) YKpCIUICHHE BEPTHUKAJIM YIPABICHUS W ICHTpATU3alMs CHJI OOCeCreYeHUsT WHPOPMALUOHHON
0€30MacHOCTH Ha (eepalbHOM, MEXPETHOHAIBHOM, PErHMOHAIBHOM, MYHHIIUIIAILHOM YPOBHSX, a
TaK)Ke Ha YpOBHE OOBEKTOB HMH(OpMATH3AlMHU, ONEPaTOpOB HMH(POPMALMOHHBIX CHUCTEM M CETeH
CBSI3U;

0) coBepIiieHCTBOBaHUE (HOPM W METOJOB B3aWMOJICHCTBHUS CHJ oOecriedeHus WH(POPMAIMOHHOM
0€30MaCHOCTH B IEJIAX TMOBBIMIEHHS WX TOTOBHOCTH K MPOTHBOICHCTBHIO HWH(POPMALMOHHBIM
yrpo3am, B TOM YHCJI€ yTEM PETYJISPHOTO NPOBEIECHHS TPEHUPOBOK (YUCHHUI);

B) COBEpIICHCTBOBAaHHE WH()POPMAIIMOHHO-aHAJUTUYECKUX W HAayYHO-TEXHHUYECKUX AaCIEKTOB

(YHKIIMOHUPOBAHUS CHCTEMBI 0OecTiedeHus] MH(OPMAIIMOHHOM O€30MacHOCTH;



r) moBbIlIeHNE 3(P(HEKTUBHOCTH B3aHMMOJCHUCTBHS TOCYIapPCTBEHHBIX OPTraHOB, OPraHOB MECTHOTO
caMOYTpaBJIeH!s, OpraHU3alMiA U TPaKIaH NPH PEIICHUH 3a7a4 1Mo o0ecreueHro HHPOpMaImOHHON
0€30MacHOCTH.

37. Peanuzanus Hactosimed JIOKTpUHBI OCYIIECTBISIETCS Ha OCHOBE OTPACIEBBIX JOKYMEHTOB
cTparermyeckoro IuranupoBanHusa Poccuiickorn @emepannn. B mensx axTyanw3alud —TakHAX
nokymeHTtoB CoBerom bezonmacHoctu  Poccuiickoit ®enepauuu  onpenensieTcss  MepevyeHb
NPUOPUTETHBIX HaIpaBlieHUI oOecriedeHrus MHPOPMAIMOHHONW 0€30MacHOCTH Ha CPEAHECPOUYHYIO
MEPCIIEKTHUBY C YYETOM MOJIOKEHHUM CTPATETMUECKOTo MporHo3a Poccuiickont denepannm.

38. PesynpTaThl MOHMTOPHHIa peanu3anuyd HacTosiedl JIOKTpUHBI OTpa)xaloTcs B €XXEroJHOM
noknage Cekperapss Cosera bezomacHoctu Poccuiickoit @enepauuu Ilpesuaenty Poccuiickoit

denepanun 0 COCTOSHUN HAIIMOHAIBHON 0€30MaCHOCTH U Mepax I0 €€ YKPEIUICHHIO.

CynebOHas npakTuka U 3akoHoaaTenbcTBO — YKa3s lpe3ungeHTa
P® ot 05.12.2016 N 646 "O6 yTBepxxaeHMn [JOKTPUHDLI
nHdopmaumMoHHou 6e3onacHocTn Poccuimnckon depgepaumn”

[Moctanosnenue [IpaBurensctBa PO ot 15.04.2014 N 313 (pexn. ot 16.12.2020) "O6 yTBEpKIACHUU

rocyaapcTBeHHoi nporpaMmbl Poccutickoit Peneparmu "Muadopmarmornnoe o0mectso" (¢ M3M. U

JIOIL., BCTVIL. B cuay ¢ 26.12.2020)

[Tpuopurets! rocyaapcTBeHHoOM nporpamMMsl Poccuiickoit @enepanun "MHpopmannonHoe 00111ecTBO
(2011 - 2020 rome)" (mamee - IIporpamma) ompenenenbl YkazomlIpesunenra Poccuiickoi
Oeneparn ot 1 pexabps 2016 r. N 642 "O Crpareruu Hay4yHO-TEXHOJOTMYECKOI'O Pa3BUTHS
Poccwuiickoit @eneparun”, Ykazom [Ipesuaenra Poccuiickoit @eneparuu ot 5 nekadbps 2016 r. N
646 "OO6  yrBepxaenun  JloxTpunHel ~ wHbOpManMOHHOW  Oe3omacHocTH  Poccuiickoit
®enepauun", KoHuenimen A0ArocpouHoro  ColuuaIbHO-3KOHOMUYECKOTO pa3BuTusi Poccuiickoit
®enepanuu Ha nepuoa a0 2020 roaa, yrBepkaeHHON pacnopstkeHueM llpaBurensctBa Poccuiickoit
Oeneparyun ot 17 HostOps 2008 r. N 1662-p, Ctpaterueii pa3Butust ”HPOPMAIIOHHOTO 00IIeCTBA B
Poccuiickoii @enepanun, yreepxaeHnoi [Ipesunentom Poccuiickoit @enepanun 7 despans 2008 r.
N IIp-212, Crparerueii nHHOBaIMoHHOTO pas3BuTusi Poccuiickoit ®Penepanun Ha nepuox g0 2020
roja, yrBepxJaeHHou pacniopspkenrueM lIpaBurensctBa Poccutickoit denepainuu ot 8 mexabps 2011
r. N 2227-p,Crparerueii pa3BuTHsi OTpacid HWH(POPMALMOHHBIX TexHoJoruii B Poccuiickoit
®enepanyu Ha 2014 - 2020 roael 1 Ha nepenekTuBy A0 2025 roaa, yTBEpKIACHHON PACIIOPSKEHUEM
[TpaButensctBa  Poccmiickoit  ®emepanmum  or 1 HosOps 2013 r. N 2036-p, a
Takke miaHoMm Meporpusatuid  ("mopoxHod kaptoi") "PasBurue oTpaciu  HHQOPMALMOHHBIX
TEeXHOJOTH", yTBepXkAeHHbIM pacnopsbkenueM IIpaButensctBa Poccuiickoit ®@enepanuu ot 30
nexabpst 2013 r. N 2602-p.
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[Tocranosiuenue [IpasurensctBa PP or 31.03.2017 N 380 "O BHeceHUM M3MEHEHUN B

rOCYIapCTBEHHYVIO nporpammy Poccutickoi @eneparmu "Mudopmammonsoe obmecrtso (2011 - 2020

rojpl)"

[TpuopureTsl rocynapcTBeHHON porpammsel Poccuiickoii @enepanun "MubopmaiimonHoe 00111ecTBO

(2011 - 2020 romen)" (mamee - IIporpamma) ompenenensl YkaszomIIpesuaenra Poccuiickoit
Oeneparn ot 1 mexadbps 2016 . N 642 "O Crparernu HaydHO-TEXHOJOTHYECKOTO Pa3BUTHS
Poccwmiickoit ®enepanun', Ykazom [Ipesunenta Poccuiickoit @eneparm ot 5 nexadbps 2016 r. N
646 "OO6  yrBepxacHuH  JlokTpuHbl ~ HMHpOpMaNMOHHOW  Oe3zomacHOCTH  Poccwmiickoit
®enepanun", KoHieniye 10AroCpoYHOT0  COIUATBHO-DKOHOMUYECKOTO pa3BuTusi Poccuiickoi
®enepannu Ha niepuoa Ao 2020 roga, yrBepkaeHHON pacniopsbkenreM [paButensctBa Poccuiickoit
®Oeneparm ot 17 HOsOpst 2008 . N 1662-p, CTparerueit pa3BuTHs HHPOPMAIIMOHHOTO OOIIECTBA B
Poccuiickoit @enepanun, yreepxkaeHHoi [Ipesunentom Poccuiickoit @enepanun 7 despans 2008 r.
N IIp-212, Crparerueii uHHOBaIMOHHOTO pa3BuTUs Poccuiickoit ®enepanun Ha nepuox go 2020
rojia, YTBep»JICHHOU pacrnopsbkeHueM [lpaBurensctBa Poccuiickoit @enepanuu ot 8 aexadps 2011
r. N 2227-p,Crparerueii pa3BuTHs OTpacid HWHPOPMAIMOHHBIX TEXHOJOTHH B Poccuiickoit
®enepanuu Ha 2014 - 2020 roael 1 Ha nepenekTuBy A0 2025 rona, yTBEPKIACHHON PACIIOPSIKEHUEM
ITpaButensctBa  Poccuiickoit ~ ®emepaumun  or 1  HosOps 2013 r. N 2036-p, a
Takke wiaHoMm Meporpusituii  ("mopokHod kaptoi") "PasBurme oTpacim  MH(POPMAIMOHHBIX
TEXHOJIOTHI", yTBEepXACHHBIM pacrnopsbkeHueM I[IpaButenbctBa Poccuiickoit ®@enepanyu ot 30
nexabps 2013 r. N 2602-p.

ocranosnenue ITpaBurensctea PO ot 15.04.2014 N 345 (pen. ot 03.02.2021) "OG6 yTBEp)KIACHUU
roCyIapCcTBEHHOM nporpaMmbl Poccutickont @eneparmu "ObeciieyeHre 00MIECTBEHHOIO NOPAKA U

OPOTUBOAECHCTBHE IIPECTYHHOCTH"

JlokTprHO HHPOpManmoHHOW Oe3omnacHocTH Poccuiickoit denepanuu, yTBEp)KACHHOH YKa3oMm
[pesunenra Poccuiickoit denepanmu ot 5 nexadps 2016 r. N 646 "OO6 yrBepkaeHuu J{OKTpUHBI
nHbopMaImoHHoi 6e3omacHocTi Poccuiickoii denepanmu”, onpeeneHbl OCHOBHBIC HAaIPaBICHUS
oOecrieyeHnss MH()OPMAIMOHHON 0€30MacHOCTH B 0O0JIACTH TOCYAAPCTBEHHOW M OOIIECTBEHHOU

oe3omacHocTH. Takumu HaITpaBJICHUAMU B TOM YUCIIC SABJIAIOTCA:

[Tocranosiuenue [IpasurensctBa P or 31.03.2017 N 385 "O BHeceHUM M3MEHEHUN B

rocyaapcrseHnyio nporpammy Poccuiickoii @enepannu "OOecneuenre 00IIIECTBEHHOTO MIOPSIKA U

IPOTUBOAEUCTBUE MIPECTYNHOCTU" Y IPU3HAHUY YTPATUBIIMMU CHJIY HEKOTOPBIX aKTOB

[IpaBurennctBa Poccuiickoii Denepaliny 1 UX OTAEIbHBIX [TOJ0KEHUN"

JlokTpuHOY HHpOpMAIMOHHOW Oe3omacHocTn Poccuiickoit denepannu, yTBEpKICHHOW YKa3oM
[Ipesunenra Poccuiickoit @enepaumu ot 5 nexadbps 2016 r. N 646 "OO yrBepxkaeHuu JJOKTpUHBI
uHopmarmonHoi 6e3zonacHocty Poccuiickoit denepanun”, onpeaesieHbl OCHOBHBIE HAIIPABICHUS
obecrieyeHnss MH(POPMAIIMOHHON O€30MacHOCTH B O0JIACTH TOCYAAPCTBEHHOW M OOIIECTBEHHOU

oe3omacHocTH. Takumu HallpaBJICHUSAMU B TOM YHUCJIC ABJIAIOTCA:
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